
LUKAS.NACE.
GUTIERREZ & SACHS, LLP
1650 TYSONS BOULEVARD, SUITE 1500

MCLEAN, VIRGINIA 22102

703 584 8678 • 703 584 8696 FAX

WWW.FCCLAW.COM

RUSSELL D. LUKAS

DAVID L. NACS:

THOMAS GUTIERREZ'"

ELIZABETH R. SACHS'"

DAVID A. LAFURIA

PAMELA L. GIST

TOPD SL.AMOWITZ*

Topo 13, LANTOR'"

STEVEN M. CHERNOFF'"

KATHERINE PATSAS*

CONSULTING ENGINEERS

ALI KUZEHKANANI

LEILA REZANAVAZ

OF COUNSEL

GEORGE L. LYON, JR.

LEONARD S. KOLSKY'"

JOHN CIMKO*

J. K. HAGE 111*

JOHN J. MCAVOY'"

HON. GERALD $. MCGOWAN'"

TAMARA DAVIS BROWN'"

*NOT AOMITIED IN VA

February 27,2009

Marlene H. Dortch, Office of the Secretary
Federal Communications Commission
445 12'h Street, SW
Suite TW-A325
Washington, D.C. 20554

Writer's Direct Dial
(703) 584-8665

pgist@fcclaw.com

Re: EB Docket No. 06-36
Annual 47 C.F.R. § 64.2009(e) CPNI Certification for 2008

Pembroke Telephone Cooperative
Form 499 Filer ID 809804

Dear Ms. Dortch:

On behalfofPembroke Telephone Cooperative, and pursuant to Section 64.2009(e) ofFCC
rules, there is submitted herewith the carrier's Amended and Superseding CPNI certification for
2008 with accompanying statement.

Should any questions arise regarding this submission, please contact the undersigned.

Very truly yours,

Pamela 1. Gist

Enclosures
cc: Enforcement Bureau, FCC (2)

Best Copy and Printing, Inc. (I)



Pembroke Telephone Cooperative
P.O. Bo1549

Pembroke, Virginia :t4136

Amended and Sllperseclirla
AlI..u.. 47 C.F.R. § 64.2009(e) CPNt CettifieatiOJl

ED Doeket No. 06-36

A:nnuaI64.2009(e) CPNI Certificatioo for 2008

Date filed: February 21, 2009

Name ofcompany covered by this certificatioo: Pembroke Telephooe Cooperative

Form 499 Filer ID: 8Q9804

Q%RTlFI<;ATION

I, Leon A. Law, oertifY that I am an officer of'lhe company_II above, and actiDg as
an agent of1he company, that I have \l«sonal knowledge that die company has established operating
procedures that are adequate tD elIllUfe compliance widl the Commission's CPNlI11I.... See 47 C.F.It §
64.2001 et seq.

Atta<:be4 to dIis certifiClltion is an accompanying swement explaining how the company's
prooedut'es ensure that the C01llJl'IIlY is in compliance with die reqtlirelncmts set furth in se«ion 64.2001 et
aeq. of1he Commi!l!lioo's rules.

The company bas not taken any adions (proceel!ings instituted Qf petitions filed by II company at
either state llOlIllIlissions, the court system, or at the Commission) against da1a brokers in the past year.

The following is infonnatioo the company bas with respect to the processes pretexters s:re
using to attell1Pt to IUlceSS CPNI, and [ifany) wbat steps carriers s:re taking to protect CPNI: The
company has found that pretexters attempt to access CPNl thtough phooe caUs and customer
impersonation. The company's use ofpasscodelpin-code to properly authenticate custolllets, plus
additional validation procedures, protects CPNI. Ifadequate verification is not \'fOVided, no
information is supplied to the ca11er. Requested information may be mailed to the address of
record, as well as a letter to confirm request.

The company has not received any customer complaints in the past year oonoominl! the
UDlluthori%ed release otCPNI.

s~oG1l, &
Leon A. Law, Pmident



PEMBROKE TELEPHONE COOPERATIVE
STATEMENT OF FCC CPNI RULE COMPLIANCE

'This statement serves to explain how Pembroke Telephone Cooperative (the Company) is
complying with Federal Communications Collllltission ("FCC") rules related to the
privacy of customer information. The type of information for which customer privacy is
protected by the FCC's rules is called "customer proprietary network information"
("CPNI"). The FCC's rules restricting telecommunication company use of CPN! are
contained at Part 64, Subpart U of the FCC's rules (47 C.F.R. §§ 64.2001-2009).

1. Integrated Nature of CPNI l'radices

The Company is a family of affiliated companies providing telecommunications services.
FCC rules require that the Company has separate affiliates for some services, but allows
those separate affiliates to have common employees. Pembroke Telephoue Cooperative
is made up of the incumbent local exchange company, a long distance subsidiary and
Internet group. Customers may not always be aware that different, individual affiliates of
the Company provide them with specific telecommunications services. The Company's
affiliates mcl\lde the following companie~:

Giles-Craig Communicatious, Inc

No matter which of the Company's affiliates provides, a service, the employees of a
single affiliate may provide custonier service and support to the customers of the other
affiliates. In other cases, employees may be dedicated to a single Company affiliate but
still rely 01:1 operational support systems common to all of the Company's affiliateS.
Thus the Company's practices for complying with the FCC's CPN! rules are on an
integ~ated Company basis. References to "employees" in this document refer to
employees of the Company as a whole.

2. CPNI Compliance Officer
In addition to the specific matters required to be reviewed and approved by the
Company's CPN! CQmpliance Officer, emplQyees :m~ agents a:e strQngly encouraged to
brill any and all other q\lCstious, issues or u;ncertlUlltieS regarding the ~e, disclosure, or

g t CPNI to the attention of the Company's CPN! Comphance Officer for
access 0 ' hi h arti ul
a ro riate investigation, review imd guidance. The extent to w cap ~ ar
e:' I~ee or agent brought a CPNI matter to the ~ttentio~ of f!:1e ~PNI C?~pl:ance
O~ and received appropriate guidance is a matenal consideration ~ any dlscIplmary
acti::rbrought against the employee or agent for impermissible use, dIsclosure or access

to CPNI.

3. ldentifil:ation qf Services Affected by CPNI Rules
has established procedures and trained employees to recognize the

I:;er;;:n~~ of telecommunic,ations an~ non-telecommunications services that affect
how the Company uses CPNI. These services are:
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Pembroke Telephone Cooperative
STATEMENT OF FCC CPNI RULE COMPLIANCE

Telecommunications Services:

Local (ILEC)
Interexchange (long <nstance) ..
Commercial Mobile Radio Services (Wireless)

Non-telecommunications Services

Internet
Voice Mail
Inside Wiring
CPE (Customer Premise Equipment)

4. Use of epN! Is Restrleted

The Company recognizes that CPNI includes information that is personal and
individually identifiable, and that privacy concerns have led Congress and the FCC to
impose restrictions upon its use and disclosure, Md upon the provision of access to it
by individuals or entities inside and outside the Company.

The Company has designated a CPNl Compliance Officer who is responsible for: (1)
comm~c~~ng with ,the Company's att~m~ys and/or consultants regarding CPNI
responslbl1lt1es, reqUIrements. and. restnctio!1S; (2) supervising the training of
Company employees and agents who use or have access to epN!; and (3) receiving,
reviewing and resolving any questions or issues arising within the Comp$llY
regarding use, disclosure, or provision of access to CPNI.

Company employees and agents that may deal with CPNI have been informed that
there are substantial federal restrictions upon CPNI use, distribution and access. In
order to be authorized to use or access the Company's CPN!, employees and agents
must receive training with respect to the requirements of Section 222 of the
Communications Act and the FCC's CPNI Rules (Subpart U of Part 64 of the FCC

Rules).

5. Permissible Uses of epN!

Company employees and agents are strictly prohibited from using CPNI, and from
providing CPNI to individuals or entities inside or outside the Company, except as
follows:

1. The Company may, after· receiving an appropriate reque~t fro~ a customer,
disclose or provide the eustomer's ePNI to any person or entity deSignated by the
customer. .
2. In the absence of an appropriate written request from the customer, the Company
may provide the customer's phone records or other ePNl to a law erUorcernent
agency only ill response to a warrant or subpoena that specifies the particular CPNI to
be furnished.



Pembroke Telepholle Cooperative
STATEMENT OF FCC CPNI RULE COMPLIANCE

3. The Company may use, disclose or permit access to ePNI to provide the same
category of telecommunications service to a customer from which the ePNI is
derived. r'or example, the Comp;my may use the COO from its provision of local
exchange service to a customer to provide or market·new, additional or modified local
exchange service offerings to the customer. Likewise, the Company may use the
CPNI from its provision of long distance toll service to a customer to provide or
market new, additional or modified long distance toll service offerings to the
customer.

4, The Company and its authorized employees may use, disclose or permit access to
CPNI to provide services. necessary to, or used in, the provision of the
telecommunications service from which the ePNI is derived.

a. The FCC has noted the publishing of directories as an example of this permitted
use,

b. The FCC has indicated that telecommunications carriers may use, disclose or
permit access to CPNI, without customer approval, to provide inside wiring
installation, maintenance, and repair services.

c. The FCC has stated that local exchange carriers and commercial mobile radio
service providers may use CPNI, without customer approval, to market "adjunct­
to-basic" services such as speed dialing, computer-provided directory assistance,
call monitoring, call tracing, call blocking, call return, repeat dialing, call
tracking, call waiting, caller ID, call forwarding, and certain Centrex features,

d. Any other use, disclosure or provision of CPNl under this "necessary to or used
in the provision of' category must be expressly approved in writing by the
Company's CPNI Compliance Officer.

5. The Company, its authorized employees and its billing agent may use CPNI to
initiate, render, bill and collect for telecommunications services.

6. The Company may use CPNI to protect the Company's rights or property, and to
protect users and other carri~s ~rom fra~du1ent; ab';!Sive or i1le~al ~e of (or
subscription to) the telecommumoatlons service from which the CPNI IS deoved.

7. The Company may use, dis~lose, ~r pennit access ~o CP.NI derived from i;5
provision of local exchange seTVlce or mterexchange ServIce, Wlthout the customer s
approval, to provide customer premises e.quipinent. ("CPE"), call answering, voice
mail or messaging, voice storage and retneval SeTV:\ces, fax store and forwlll:d, and
protocol conversion.

8. If a customer subscribes to more than one category o~ servic~ offere~ .by the
Company, the Company is permitted to shlll:e CPNl among Its affiliated entitles that

provide a service offering to the customer.



Pembroke Telephone Cooperative
STATEMENT OF FCe ePN! RULE COMPLIANCE

If a customer does not subscribe to more than one offering by the Company the
Company is not permitted to share CPNI with its affiliates without the custo~er's
consent pursuant to the notice and approval procedures set forth.

9. When an existing customer calls ·the Company to inquire about Or order new,
additional or modified services (in-bound marketing), the Company' may USe the
customer's CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the oral notice guided by Sections 64.2008(c)
and 64.2008(f) of the FCC's Ru1es. .

6. Customer Notification and Authorization Process

The Company has established procedures, and trained employees responsible for
obtaining customer authorization to use CPNI for marketing purposes, regarding the
notice and approval requirements under the FCC's Part 64, Subpart U CPNI rules.
FCC's CPNI rules at Part 64, Subpart U, Section 64.2008.

7. Training

The Company has trained existing employees having access to, or occasion to use CPNI,
as to when they are and are not authorized to use CPN!. For new employees having
access to, or occasion to use epN!, the Company will include such training as part of
employee orientation and training.

8. Disciplinary Process

The Company has in place a disciplinary process to address any unauthorized use of
CPNI where the circumstances indicate authorization is required under the FCC's Part

64, Subpart U CPNI rules.

9. Supervisory Review Process for Outbound Marketing

The Company has established a supervisory review process regarding hs com}?liance with
the rules in Part 64, Subpart U. for outbound marketing siruations. Prior to any outbound
marketing effort, sales personnel mUst obtain supervisory approval of ~e propose.d
outbound marketing use. Any approval of CPNI use for ~utbound marketing efforts IS

limited to ePNl not requirillg prior customer authonzation or, where pnor customer
authorization is required, CPNI of customer~ having given .the Company prior approval.
The Company malntains records of its comphance for a nununurn of one year.


